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Abstract. This paper proposes a method to generate test cases for testing feature interactions of
a protocol as well as for checking the conformance of a protocol implementation to its specification.
An optimization technique is used to determine a minimum-cost tour of the dual transition graph of a
finite state machine and test sequences that cover all feasible combinations of features with minimum
number of executions can be provided. The technique is applied to Link Management Protocol (LMP)
of optical networks to get test sequences for LMP feature interaction testing.

1 Introduction

With the convergence of 3G wireless and mobile Internet, more and more feature-rich
communication systems are designed and deployed. An example is the popular MSN
messenger client which provides voice call, instant messaging and video communica-
tion services. A feature-rich communication system is a system that can offer many
value-added services to its users, in which different services may interfere with each
other, and result in a problem known as feature interaction [1]. For example, Internet
telephony end systems can offer basic call functions, as well as some value-added ser-
vices including automatic call answering, call forwarding, call waiting, call redirection,
etc. When a user wants to apply a feature to automatically accept an incoming call
in addition to an existing call forwarding feature, the interaction between automatic
call answering and call forwarding occurs. Feature interactions also occur in very low
level communication protocol systems. Feature interactions between Link Management
Protocol(LMP) and Label Distributed Protocol(LDP) have been identified in [2]. In-
teractions between features of a communication system are usually caused by many
reasons such as resource sharing, requirement violation, and can be identified through
various ways including protocol verification, simulation, or testing. In this paper, we
focus our discussion on how to test feature interactions in a real system to establish the
confidence that a system is free of feature interactions.

As a process to establish that an implementation of a service meets its specification
and interacts sensibly with other service implementations, testing for feature interac-
tions has been an important part of system integration. After an implementation is
available, careful and methodical testing takes place to guarantee that feature inter-
actions do not occur. Godskesen [3] describes formally, how tests have to be applied
in order to test for the absence of interference on the implementation level using tests



for all the implementation of the individual features. About how implementations of
features can be tested for absence of interaction, the approach advocates to test the
combination of the feature implementations with the test for all the implementations
of the individual features. However,as the number of services increases the number of
potential tests can become unmanageable and uneconomic and so some degree of test
selection is necessary. Kelly et al. [4], [5] present an approach using simulation of feature
behavior on the network level (for Centrex services) and on the service plane (for IN
services), using a SDL-based animation tool. They use the service scenarios identified
during service validation which display feature interaction to form test suites for a set of
interacting services. Faci [6] suggests to detect feature interactions by exploiting testing
theory for services specified in LOTOS by generating test cases automatically from the
formal specifications of the services.

Test sequence generation has been studied for many years and lots of work has been
done on generating test sequences for finite-state machine (FSM) specifying a commu-
nication protocol system [7][8][9][10].All these work focus on looking for conformance
test sequences that meets certain coverage criteria, such as a transition tour [10], or
a postman tour [11] and no work has taken feature interaction testing into considera-
tion yet. Conformance test presents a method to test whether there is a discrepancy
between the specification and the implementation of an FSM [11]. Typically, the im-
plementation of a system is tested for conformance by applying a sequence of inputs
from an external tester, and then verifying that the corresponding sequence of outputs
is what is expected[11]. Generating conformance test cases that guarantee certain fault
coverage criterion and emphasize on testing feature interactions is a desirable way to
design test sequences for a system. This paper describes a technique to generate opti-
mal test sequences for testing feature interactions as well as checking conformance of
an implemented system. The mechanism proposed in this paper identifies the feasible
combination of the operations from different features, an optimization technique is used
to find test sequences that cover all these feasible combination with minimum number
of executions.

In section 2, some preliminaries knowledge on graph theory and finite automata the-
ory is introduced. Section 3 describes the algorithm to generate test sequence minimal
in time, in section 4 the proposed algorithms are applied to the data link specification
of Link Management Protocol [12]. The paper concludes in section 5.

2 Preliminaries
2.1 Graphs

Let G = (V,E) be a labelled directed graph with vertex set V, edge set F, where
V = {vy,---,v,} and m = |E|. G may contain loops and parallel edges, which are
distinguished from one another by different labels. An edge e from vertex v; to v; is
represented by a triple (v;, v;; L), where L. is a label such that each edge in E has a
unique representation.

A walk in G is a finite, non-null sequence of consecutive edges: W = (v;,, v4,; L1)
(Vig, Vig; L) -+ (vs,_,, vs,; Lr—1). Note that in a walk, a particular edge may appear more
than once. Vertex v;, is called the origin of W, and v;, the tail of W. A tour is a walk
that starts and ends at the same vertex[13]. An Eulerian tour of G is a tour which



contains every edge of E exactly once.

Graph G is strongly connected if for any pair of distinct vertices v; and v;, there
exists a walk W in G with origin v; and tail v,.[15]

The in-degree and out-degree of a vertex v; in G are denoted by dg(v;) and d&(v;),
respectively. The index G is omitted if G is obvious in the context. A directed graph is
balanced if for every vertex v;, d*(v;) = d~(v;). For each v; € V set 0; = d~ (v;) —d™ (v5).
Let S={v; € V]o; >0}, T={v; € V|o; <0}, 0= ¥ o;.

V€S
A postman tour of G is a tour which contains every edge of E at least once. The

Chinese postman problem is to find an optimal (minimum-cost) postman tour of a
directed, strongly connected graph G; such a tour is called a C'hinese postman tour.

2.2 Finite-State Machines

A given finite-state machine (FSM) M can be taken as a directed graph G = (V, E),
where V' = {v1,---,v,} represents the specified states of the FSM and a directed edge
represents a transition from one state to another in the FSM [11]. In this paper, it is
assumed that G is strongly connected.

The following symbols are introduced in [11] and we include it here for the conve-
nience of the reader. There is an edge in E from v; to v; with label a;/o; if and only if
FSM M, in state s; upon receiving input a; produces output o;, and moves into state
s;. When there are multiple transitions from state s; to s;, there are multiple parallel
edges from vertex v; to v; in the corresponding graph G. Therefore, an edge in G is
fully specified by a triple (v;,v;; L), where L = ay/o;, LY = a;, and L = o). Tt is
assumed here that M is a deterministic FSM, that is, for a vertex v; € V which has
two outgoing edges (v;,v5; L1) € E, and (v, v; Lo) € E, LW £ LY although it is per-
missible that Lg") = Lg’). In this case, a walk W in G which corresponds to a sequence
of state transitions is specified by its origin(the initial state) and a sequence of input
operations.

For a state machine that describes the behaviors of a feature-rich communication
system, different features will often trigger different transitions of the state machine.
For the ease of better presentation, we assign each system feature with a distinguished
color, then G' can be transformed into a colored graph, in which the color associated
with each edge is the same as the color of the feature that realizes the corresponding
transition in M.

Let G = (V, E,C) be a colored graph with vertex set V', edge set E and color set
C, where V = {vy,---,v,} and m = |E|, C = {¢1,-- -, cx}. Each edge e € E is assigned
a color ¢, € C.

3 Problem Statement

Feature interaction testing is an important part of system integration. There have been
some work on testing feature interactions [3][4][5][6], but no systematic method has been
provided to design test cases for feature interaction testing purpose. Previous effort on
test sequence generation have been mostly focusing on the general conformance test
problem with a purpose to establish the confidence that a given implementation is in
compliance with every function/feature description of a specification. It stresses more



on checking the compliance of individual feature of a system. However, even if an
implementation passes the tests for all individual features, it still might fail to perform
a function when there are other features running in the system concurrently. In the
following, test sequence generation with a stress on feature interaction testing is stated
as an optimization problem, and two algorithms are proposed to generate test sequences
that cover all feasible combinations of features with minimum number of executions.

Suppose a system has feature set {Fy,..., Fx}, G = (V, E,C) is the state machine
specifying the system. If a transition is resulted from feature F;, it is assigned a color
¢;, that is, by such an assignment, transitions from different feature are assigned with
different colors.

Definition 3.1 Given a state machine G = (V,E,C), e; = (v;,vj),ea = (vp,v,) are
transitions from two features Fi, Fy. If e1 and ey are adjacent in G, that is v; = v,
then the feature combination (Fy, Fy) is feasible.

Note that, (F, F») is feasible does not mean (Fy, F}) is feasible, for there may be
no transitions from F, adjacent with transitions from Fj. Given a state machine G
and feature set F' = {F},---, F}}, all feasible combinations of features can be get by
searching G.

Problem 1: Given a colored digraph G = (V, E,C), find test sequences that covers all
feasible feature combinations with the minimum number of executions.

To study the complexity of problem 1, we first construct the dual graph of a given
state machine G = (V, E, C).
Algorithm 1: Construct Dual Graph of a Given Digraph.
Input: G = (V, E,C)
Output: Dual Graph G = (U, A4, C) of G.

begin
1. U = FE, that is, each edge in G corresponds to a node in G.
Let u; € U corresponds to e; € E.
2. For e; = (v,v5),e; = (vp,v,) € E, if vy = v, that is, e; and e; are adjacent
via node v, in G, then (u;,u;) € A.
3. For any (u;,u;) € A, é(u;,u;) = (c(e;), c(ej)). That is, the edge color
of (u;,u;)in G includes two elements from the edges in G that form
node u; and u;.
end

For two edges a; and ay in G with colors é(ay) = (4, 4) and é(a) = (k,q), they are
said to have the same edge color if 1 =k, j = q.

Fig.1(1), (2) illustrate a graph G and its dual graph G. The number on each edge
is the color assigned to the edge.

By such a transformation, each color ¢ € C corresponds to a feasible feature com-
bination in G. Problem 1 is changed to find test sequences that covers all different



(1,3)

Figure 1: A Prime Graph G and its Dual Graph G

colors in G with the minimum number of edges. In [14], it is proved that finding a test
sequences that cover all different colors with minimum cardinality is NP-hard. Two
heuristic algorithms are proposed to find approximate solutions to problem 1. One is
modified Chinese postman tour algorithm applied to the dual graph of an FSM, the
other is a greedy algorithm applied directly to the original FSM such that the complex
dual graph need not be constructed.

Algorithm 2: A Heuristic Solution to Problem 1
Input: G = (V, E,C) /* a strongly connected colored digraph */
Output: A shortest Postman Tour with all feasible color combinations included.

begin

1. Call Algorithm 1 to get dual graph G = (U, A, C) of G.

2. For each u; € u, set 0; :=d (u;) — d* (u;).

3. Ifo;=0,i=1...n, then set G := G goto step 8; Otherwise,

4. Let S ={u; € Ulo; >0}, T = {u; € Ulo; < 0}. Vu; € S,Vu; € T,
find the shortest path from u; to u; in é;

5. Construct a complete bi-partite graph H = (X,Y, Eg, W), with
X =A{ziplui€ S;p=1,2,---,0:}, Y = {yj,qwj €Tl,q=12,---, ‘Uj|}a
Ey = {zipy;qzip € X,y,, € Y}. Associate each edge z;,y;, in H,
p=1,2,---,04q=1,2,---,|0j], a weight w(u;, u;) € W, where w(u;, u;)
is the length of the shortest path between u; and u; in G.




6. Find the perfect match M = {e;,es,---,ex} in H, such that
w(M) = 3 w(e) is minimized.
eeM

7. For each edge z;,y;, € M, suppose the shortest path between u; and u;
in G is P; ; add every edge in P ; to G. Set the newly augmented
balanced graph as G.

8. To find the Euler tour T in G .

9. Return T.

end

The algorithm to find perfect match and Euler Tour in a balanced graph can be
found in [16]. Algorithm 2 gives test sequence that no only cover all feasible feature
combinations, they also cover all transitions and can be used for conformance testing.
Usually an FSM has a large set of transitions such that its dual graph can be very
complicated. In the following, a heuristic algorithm is proposed to solve Problem 1
directly without constructing the dual graph of the FSM.

Algorithm 3: A Greedy Algorithm to Problem 1
Input: G = (V, E,C)
Output: Test sequences cover all feasible color combinations (¢;, ¢;), where ¢;, ¢; € C.

begin

1. For any edge e;,e; € E with color c(e;), c(e;), if e; is adjacent with e;,
then (c(e;), c(e;)) € C.

2. 1:=1.

3. Get an arbitrary vertex v; € V, for all outgoing edges (v;,v;),
select a (v;,v;) such that there exists one outgoing edge (v;, v),
(c(vi, vj), (v, vk)) € C.F; = (v, v;) U (v), vi),
C=C- (c(viyv)), c(vj, vg)), if C = NULL, stop and output all P;;
otherwise v; = v;, go to step 3.

4. If there is no such v;, change v; = v;,7 =1+ 1, go to step 3.

end

Test sequences P; generated by algorithm 3 may not start from the initial state vy
of the input FSM. Suppose P, starts from node v; # vy, to get test sequences starts
from vy, the shortest path from node vy to v; can be prefixed to P;.

4 Feature Interaction Testing For LMP

Feature interactions in optical network protocols have been classified in [2]. In the
following, Link Management Protocol(LMP) is introduced briefly, then algorithms 2,and
algorithm 3 are applied to generate test sequences for data link FSM of LMP.

4.1 Introduction to LMP

Generalized Multiprotocol Label Switching (GMPLS) is being standardized by Internet
Engineering Task Force (IETF) to serve as an integral protocol for the next generation



of data networks. GMPLS provides the necessary bridge between the IP and photonic
layers to allow for interoperable and scalable parallel growth in the IP and photonic
dimensions [17]. From the functional point of view, a GMPLS control plane can be parti-
tioned into three components: link management, routing, and signaling. As an extension
of MPLS, GMPLS needs modify the routing and signaling protocols of MPLS, and add
a new protocol to address issues related to link management in optical networks devel-
oped with photonic switches (PXCs), optical cross-connects (OXCs), routers, switches,
DWDM systems, and add-drop multiplexors (ADMs) [12]. Link Management Protocol
(LMP), enhancements to OSPF/IS-IS, and enhancements to RSVP/CR-LDP are being
standardized by IETF under the umbrella of GMPLS respectively.

LMP provides the fundamental functions to support GMPLS routing and signaling
protocols. For example, LMP manages Traffic Engineering (TE) links composing of a
number of data-bearing links between two nodes and the TE link information can be
used by routing protocols to generate their Link State Advertisements (LSAs); it also
maps TE links and control channels which can be used by signaling protocols to set up
a Label Switched Path (LSP). Thus, LMP performs a valuable “glue” function in the
control plane [12].

The features of LMP include: control channel management, link property correla-
tion, link connectivity verification, and fault management. Control channel management
and link property correlation are the primary feature of LMP and all the others are
extended in different implementation environment. The features of LMP is explained
in the following:

e Control Channel Management: This allows two nodes in optical network to establish
and maintain control channels between adjacent nodes.

e Link Property Correlation: This allows two nodes in optical network to automatically
exchange their TE link properties, verify the TE link configuration.

e Link Connectivity Verification: This allows two nodes in optical network to discover
their data plane neighbor, exchange their interface 1D, and verify their physical
connectivity.

e Fault Management: This allows nodes in optical network to suppress downstream
alarms, localize faults for protection and restoration.

All these features are specified with Control Channel FSM, Data Link FSM and TE
Link FSM in LMP draft [12]. In most cases, Control Channel Management controls the
state transition of control channel, Link Property Correlation controls the states of TE
link, behaviors of Link Connectivity Verification and Fault Management can change
the state transition of data link. On the other hand, these features are not indepen-
dent, they interact with each other via the operation on the shared state machine. For
example, Link Property Correlation can change data link state when it finds the data
link property is not correlated in both sides, Control Channel Management can change
TE link states when there is no active control channels to control the TE link. On
the other hand, as a “glue” protocol in GMPLS architecture, the resource managed by
LMP including control channel, TE link and data links can be accessed by signaling
protocols such as LDP and routing protocols such as OSPF. For example,LDP can
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Figure 2: Active LMP Data Link FSM

change the state a data link when it needs to setup/release a label switched path. LMP
draft specifies all the possible operations coming from different features of LMP and
protocols that can result in the state transition of control channels, TE links and data
link. Whether these operations are consistent and whether they can interact correctly
or not needs to be tested. In [2], some feature interaction problems in LMP have been
identified, but no systematic method is provided to detect these feature interactions. In
the following, we use the data link FSM of LMP as an example, apply the algorithm
proposed in previous section to generate test sequences to test feature interactions of
an LMP implementation.

4.2 Data Link Model of LMP

Fig. 2 shows the active LMP data link FSM and Fig.3 shows the dual of Fig.2. For
Fig.2, the label on each transition is ¢ : i/o, where ¢ is the color assigned to the
transition, ¢ is the input event for the transition and o is the output event of the
transition. Explanation of the transitions are given in the following table, in which !
represents the event of sending out a message and 7 represents the event of receiving
a message. For Fig.3, the label on each transition is the color pair (¢;, ¢;). The feasible
feature combinations that must be covered by test sequences are highlighted, which are

(2,3),(2,5),(3,2),(3,5), (4,2),(5,2), (5,3), (5,4).
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Figure 3: Dual of Active LMP Data Link FSM

?msgBeginVerifyAck: Receives BeginVerfiyAck message.
?msgBegin VerifyOK: Receives correct BeginVerify message.
?msgTstSuccess: Receives TestStatusSuccess message.
7msgTestOK: Receives correct Test message.
?msgTstStatusFailure: Receives TestStatusFailure message.
evLnkAlloc: Allocate the data link to an LDP request.
evLnkDealloc: Deallocate the data link.

?msgLinkSumErr: Receives error LinkSummary message.
?msgLinkSumNack: Receives LinkSummaryNack message.
?msgLinkSumOK: Receives correct LinkSummary message.
evLocalizeFail: FM localizes a Failure.

'msgBeginVerify: Sends out BeginVerify message.
'msgBeginVerifyAck: Sends out BeginVerifyAck message.
ImsgTest: Sends out Test message.

'msgTestSuccess: Sends out TestSuccess message.
'msgTestFailure: Sends out TestFailure message.
'msgTstStatusAck: Sends out TestStatusAck message.
'msgBeginVerifyNack: Sends out BeginVerfiyNack message.
'msgLinkSum: Sends out LinkSummary message.
'msgLinkSumNack: Sends out LinkSummaryNack message.
'msgLinkSumAck:Sends out LinkSummaryAck message.



4.8  Optimal Test Sequence for LMP

We apply algorithm 2 and 3 to get test sequences for LMP active data link FSM. Then
we will analyze these test sequences to see how possible interactions may be detected.

The tour generated by algorithm 2 is divided into several sequences when it traverses

the initial node 2 : 1/3 in the dual graph.

1.

10.

11.

12.

13.

14.

?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— evLnkAlloc — evLnkDealloc/- — ?msgLinkSumNack/_ — _/!msgBeginVerify
?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— evLnkAlloc — evLnkDealloc/- —_/!msgLinkSum — ?msgLinkSumNack/_
?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— evLnkAlloc — evLnkDealloc/_ 7msgBeginVerifyAck/!msgTest

— TmsgTstStatusFailure/!'msgTstStatusAck

?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— evLnkAlloc — evLnkDealloc/- — ?msgLinkSumOK/!msgLinkSumAck
—?msgLinkSumNack/_

?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— evLnkAlloc — evLnkDealloc/- — _/!msgBeginVerify

— ?msgLinkSumNack/_

?msgBeginVerify Ack/!msgTest —7?msgTstSuccess/!msgTstStatusAck

— _/!'msgBeginVerify — ?msgLinkSumErr/!msgLinkSumNack

—_/!msgBegin Verify

?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— _/!'msgBeginVerify— ?msgBeginVerifyAck/!msgTest

— ?msgTstSuccess/!msgTstStatusAck — ?msgLinkSumErr /!msgLinkSumNack
?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— _/!msgBeginVerify— evLnkAlloc — evL.nkDealloc/- — evLnkAlloc

— ?msgLinkSumErr/!msgLinkSumNack

— evLnkDealloc/- — ?msgLinkSumErr/!msgLinkSumNack
?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— ?msgLinkSumOK/!msgLinkSumAck — ?msgLinkSumErr/!msgLinkSumNack
?msgBeginVerify Ack/!msgTest —7?msgTstSuccess/!msgTstStatusAck

— ?msgLinkSumOK/!msgLinkSumAck — ?msgBeginVerifyAck/!lmsgTest

— ?msgTstSuccess/!msgTstStatusAck — ?msgLinkSumOK /!lmsgLinkSumAck
— evLnkAlloc — ?msgLinkSumErr/!msgLinkSumNack — evLocalizeFail/_
?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— _/!msgLinkSum — ?msgLinkSumErr/!msgLinkSumNack
?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— _/'msgLinkSum — ?msgBeginVerifyAck/!lmsgTest

— ?msgTstSuccess/!msgTstStatusAck — _/lmsgLinkSum

— evLnkAlloc/_ — evLocalizeFail/_ — _/!msgBeginVerify
?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck

— ?msgLinkSumNack/_

?msgBeginVerify Ack/!msgTest — ?msgTstStatusFailure/!msgTstStatusAck

— _/!'msgBeginVerify — ?msgBeginVerify Ack/!msgTest

Prefix shortest path from the initial state “Down” to the test sequences generated



by Algorithm 3, the test sequences that cover all feasible feature combinations with
approximate minimum number of executions are listed below:

1. 7?msgBeginVerify Ack/!msgTest — ?msgTstSuccess/!msgTstStatusAck
— evLnkAlloc/- — ?msgLinkSumErr/!msgLinkSumNack
— evLocalizeFail/_ — _/!msgBegin Verify

2. ?msgBeginVerifyAck/!msgTest — ?msgTstSuccess/!msgTstStatusAck
—?msgLinkSumErr/!msgLinkSumNack — _/!msgBeginVerify

When LDP is invoked, it is expected that a data link in “Up/Free” state can be
allocated and changed to “Up/Alloc” state. When Link Property Correlation is invoked
in a system, it is expected that if two ends of a data link have incompatible property, the
data link can be changed to “Down” state automatically. By executing test sequence 1
generated by Algorithm 3, a user can find that the following sequence occurs:

“Down” —7?msgBeginVerifyAck/!msgTest — “Test” — ?msgTstSuccess/ msgTstSta-
tusAck — “Up/Free” — evLnkAlloc/_ — “Up/Alloc” —?msgLinkSumErr/ ImsgLinkSum-
Nack — “Up/Alloc”

This means that when LDP is invoked, LPC can not behave as expected, that is,
it can not change a data link state to “Down” when two ends of the data link have
incompatible properties. Interactions between LDP and LPC can be detected. Test
sequence design and execution can not detect feature interactions in a system by itself. It
must be combined with some assertion prove techniques. That is, to execute the designed
test sequences to check if a certain property assertion is correct. When some assertions
fail to hold, feature interactions can be detected. Using designed test sequences to check
property assertions is more simple and more applicable to an implementation than only
use verification techniques.

5 Conclusion

In this paper, an optimization technique is proposed to generate test sequences for
communication protocols with an emphasis on feature interaction testing. A protocol
may include several features and these features can be implemented in multiple processes
such that their operations can interleave with each other. Whether the features in the
implemented system can interact correctly needs to be tested. We use dual graph of an
FSM to identify all feasible interleaving operations of different features, propose two
algorithms to generate test sequences that cover all possible operation sequences with
minimum number of executions. With the protocol modelled as a determined finite-
state machine, the approach can be used for other applications such as inter-operability
testing,fault detection. Some state proving techniques such as UIO sequences can be
combined to make the algorithm more powerful and practical.
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